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1. Executive summary

Digital platforms are an integral part of daily life for citizens worldwide. In this context,
they have increasingly become spaces where users encounter and make sense of
violence. Indeed, platforms are rife with harassment, hate speech, and vitriol—all
manifestations of platformized violence. While the global impact of platformized violence
has drawn significant attention, its cultural dimensions remain underexplored.
Understanding how digital harms influence and are influenced by cultural contexts is
essential to addressing this issue effectively.

In this Knowledge Synthesis Report, we examine the interplay between culture and
platformized violence through a systematic review of literature focused on three
culturally distinct countries: Canada, Iran, and Colombia. The study provides critical
insights into how cultural contexts shape the nuances of citizens’ experiences with
platformized violence, offering a foundation for culturally informed approaches to
mitigating harm on digital platforms.

Our analysis highlights the global and culturally nuanced dimensions of platformized
violence. Here, we found some of the global aspects of platformed violence, as
evidenced by transcultural networks like the manosphere and far-right extremism, as well
as shared structures of oppression targeting vulnerable populations across contexts.
However, we also found how experiences of platformized violence are deeply influenced
by local dynamics, reflecting a continuum of violence that expands and transforms
existing offline struggles. Cultural narratives further shape how violence is enacted and
understood, complicating universal approaches to addressing digital harms. Indeed, what
may seem harmless in one cultural context can be profoundly offensive in another. These
findings emphasize national and local cultural nuances within each country, revealing
significant regional variations and the complex intersections of identity that influence
how violence is experienced and perpetrated in and through digital platforms.

Our project recommends five strategies to effectively address platformized violence,
prioritizing empirical research and culturally responsive policies.

e First, promote ongoing studies that center the voices of those affected by digital
harms to critically examine their forms, impacts, and origins.

e Second, develop differentiated policy approaches to address internal disparities,
recognizing regional and identity-based nuances within each country.

e Third, engage in continuous dialogue with affected communities to evaluate how
historical and sociocultural contexts shape the definitions and expressions of
violence.
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e Fourth, foster cross-cultural conversations to coordinate global efforts that
address the interplay between international narratives and local experiences.

e |astly, adapt legal frameworks to align with the specific cultural contexts where
they are implemented, ensuring that solutions are both practical and culturally
informed.
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2. Introduction

The pervasiveness of digital platform use, with platforms like Facebook, YouTube, and
Instagram being the most popular, is far from exclusive to the Global North. For instance,
94.1% of Colombian adults have active social media accounts.' This ubiquity illustrates
how these digital spaces are central to contemporary life and surpass their roles as
merely communication tools.?

As digital technologies have become an inescapable element of our lives, they have also
become spaces where we regularly encounter, experience, and make sense of violence.?
The platformization of violence—that is, how violence is mediated by and through digital
platforms that act as intermediaries with impactful political, economic, and technical
architectures and values® *—emerges as a key concern for citizens worldwide.
Platformized violence manifests in many ways, including gender-based
technology-facilitated violence and abuse,® cyberbullying” and platformed racism,® and
even illegal activities like fighting,® gangs,® and terrorism."

In this context, violence on digital platforms has become an issue of global concern;
however, scholars and activists have long noted that more attention should be paid to
the multiple ways online harms shape and are shaped by culture.”® That is, it is
necessary to pay closer attention to how violence on digital platforms is understood,
experienced, and addressed as it is highly dependent on the evolving cultures in which it
occurs.

'Kemp, S. (2024). Digital 2024: Colombia. DataReportal — Global Digital Insights.
https://datareportal.com/reports/digital-2024-colombia?rg=colombia

2 Gémez Cruz, E. (2022). Tecnologias vitales: Pensar las culturas digitales desde Latinoamérica (1st edition). 978-607-8783-97-7.

3 Schoenebeck, S., Lampe, C., & Triéu, P. (2023). Online harassment: Assessing harms and remedies. Social Media + Society, 9(1),
205630512311572. https://doi.org/10.1177/20563051231157297

4 Gillespie, T. (2010). The politics of ‘platforms’. New Media & Society, 12(3), 347-364. https://doi.org/10.1177/1461444809342738

® Van Dijck, J., Poell, T., & De Waal, M. (2018). The platform society: Public values in a connective world. Oxford university press.
hittps://doi.org/10.1093/050/9780190889760.001.0001

8 Dunn, S. (2020). Technology-facilitated gender-based violence: An overview (1; Supporting a Safer Internet Paper). Centre for
International Governance Innovation. https://www.cigionline.org/static/documents/Saferinternet_Paper _no_1_coverupdate.pdf

7 Whittaker, E., & Kowalski, R. M. (2015). Cyberbullying via social media. Journal of School Violence, 14(1), 11-29.
hittps://doi.org/101080/15388220.2014.949377

& Matamoros-Ferndndez, A., & Farkas, J. (2021). Racism, hate speech, and social media: A Systematic review and critique. Television &
New Media, 22(2), 205-224. https://doi.ora/101177/1527476420982230

9 Wood, M. A. (2017). Antisocial media and algorithmic deviancy amplification: Analysing the id of Facebook’s technological
unconscious. Theoretical Criminology, 21(2), 168-185. https://doi.ora/10.1177/1362480616643382

' Densley, J. (2020). Collective violence online: When streets gangs use social media. In C. A. Ireland, M. Lewis, A. C. Lopez, & J. L.
Ireland (Eds.), The Handbook of Collective Violence (Ist ed., pp. 305-316). Routledge. https://doi.org/10.4324/9780429197420-28

" Tambuscio, M., & Tschiggerl, M. (2023). “#schleichdiduoaschloch” Terror, collective memory, and social media. Social Media +
Society, 9(3), 20563051231186365. https://doi.org/101177/20563051231186365

2 Morales, E. (2024). Social media and the mediation of everyday violence: A study of Colombian young adults’ experiences. New
Media & Society, 14614448241236756. https://doi.org/10.1177/14614448241236756

3 Schoenebeck, S., Batool, A., Do, G., Darling, S., Grill, G., Wilkinson, D., Khan, M., Toyama, K., & Ashwell, L. (2023). Online harassment
in majority contexts: Examining harms and remedies across countries. Proceedings of the 2023 CHI Conference on Human Factors in
Computing Systems, 1-16. https: i.org/10.114 44548
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There are multiple examples of the necessity for cultural nuance in our understanding of
platformized violence. For instance, McCosker™ notes how acts of trolling in New
Zealand were a form of agonistic politics, where local values shaped acts of online vitriol
into acts of citizenship. Similarly, by exploring debates on platformized violence,
Pohjonen and Udupa® argue that acts of hate speech in India and Ethiopia are
contextually dependent and ought to be read within specific cultural settings. In a similar
vein, in a global survey of perceptions of violence on digital platforms, Schoenebeck et
al.’® found local context to be the single most important factor shaping citizens’
perceptions of online harassment.

Despite the calls to consider local contexts, responses to platformized violence often fail
to consider the cultural context. For instance, George" illustrates how governments often
struggle to set clear boundaries regarding the object and nature of hate speech on
digital platforms due to its contextual nature, constraining their ability to design policies
that properly address the issue. Similarly, Gillispie™ demonstrates that tools designed by
platforms to address unwanted content (such as hate speech and other forms of
violence) often operate globally without much consideration for cultural particularities. In
the context of violence on digital platforms, culture is therefore often flattened and bereft
of important nuances. This frequent disregard prevents a clear understanding of victims’
experiences; thus, it is crucial to recognize how cultural backgrounds shape distinct
manifestations of harm on digital platforms.

2. This project

This knowledge synthesis project explores how violence on digital platforms is shaped
by and can shape culture. To achieve this, we conducted a systematic literature analysis,
mapping the state of knowledge on the role of culture concerning violence on digital
platforms with the available data concerning the topic of this project in the context of
three settings: Canada, Colombia, and Iran.

These three countries—Canada, Colombia, and Iran—are ideally suited to a review of this
nature due to their distinct connection to violence, both online and offline. Canada is
contending with narratives of truth and reconciliation.” In contrast, Colombia’s citizens

* McCosker, A. (2014). Trolling as provocation: YouTube’s agonistic publics. Convergence: The International Journal of Research into
New Media Technologies, 20(2), 201-217. https://doi.org/10.1177/1354856513501413

> Pohjonen, M., & Udupa, S. (2017). Extreme speech online: An anthropological critique of hate speech debates. International Journal
of Communication, 11, 1173-1191. https://ijoc.org/index.php/ijoc/article/view/5843/1965

'® Schoenebeck, S. et al., 2023.

7 George, C. (2014). Hate Speech Law and Policy. In P. H. Ang & R. Mansell (Eds.), The International Encyclopedia of Digital
Communication and Society (1st ed., pp. 1-10). Wiley. https://doi.org/101002/9781118767771.wbiedcs139

'® Gillespie, T. (2018). Custodians of the Internet: Platforms, Content Moderation, and the Hidden Decisions That Shape Social Media
(lllustrated edition). Yale University Press. https://doi.org/10.12987/9780300235029

' Government of Canada. (2014, May 22). Reconciliation [Promotional material].

https://www.rcaanc-cirnac.ac. na/1400782178444/152918371 7
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face uncertainty about the nation’s trajectory: are they entering a new phase of violent
armed conflict or transitioning into a post-conflict society??*® Meanwhile, Iranian citizens
are grappling with the pervasive presence of gender-based hostility on Persian digital
platforms?'. Canadians report online incivility in the country at a rate of 20%, while this
figure doubles to 40% in Colombia,? and while there are no official numbers for Iran,
incivility is a common experience for many,”®> showcasing the diverse online experiences
shared across these three nations. Thus, foregrounding these three countries provides a
valuable and critical source of information on whether, how, and to what extent cultural
contexts contribute to nuances in how citizens experience platformized violence.

In this report, we document and share the insights drawn from these three contexts in the
following manner.. First, we outline our methodology and method, describing the
processes of collecting, evaluating, and analyzing relevant studies across the three
contexts. Then, we describe the context of each country, examining the key items that
were discussed across the studies in our sample. Third, we explore common themes
across all three settings, describing shared issues that extend beyond physical borders.
Next, we engage in an analysis of the three cultures, outlining the particularities of
platformized violence in each setting. Finally, we provide recommendations for
policymakers aiming to address platformized violence based on our report.

20 Gutiérrez-Sanin, F. (2020). sUn nuevo ciclo de la guerra en Colombia? Debate. https:/doi.org/10.15446/frdcp.n21.93990

2" Khosravi Ooryad, S. (2023). Alt-right and authoritarian memetic alliances: Global mediations of hate within the rising Farsi
manosphere on Iranian social media. Media, Culture & Society, 45(3), 487-510. https://doi.org/10.1177/01634437221147633

22 Microsoft. (2023). Global online safety survey 2023. https://www.microsoft.com/en-us/online-safety/digital-civility
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3. Methodology and method

We conducted a systematic literature review to find relevant studies that allowed us to
unflatten—that is, bring forward the nuances present in the experiences of platformized
violence across across the three countries of interest. In brief, a systematic literature
review is a method to identify, evaluate, and synthesize the existing body of completed
and documented scholarly work.?*?® In this section, we will discuss how we conducted
and analyzed the relevant literature to respond to this report’s objectives.

Our literature search was conducted in different stages. The first stage comprised a
series of searches through academic databases, including ScienceDirect, DOAJ, Springer
Nature, ERIC, Emerald, Oxford, JSTOR, ACM Digital Library, SAGE, and Wiley. Specifically,
we searched these databases for peer-reviewed articles published within five years prior
to the search (from 2020 onwards), relying on the following keywords:

ab:("hate" OR "violence" OR "harm" OR "harassment" OR “abuse” OR “cyberbullying”)
AND ab:("online" OR "digital" OR "social media" OR "platform* OR “Twitter” OR
“Facebook” OR “Meta” OR “Instagram” OR “WhatsApp” OR “Telegram” OR “TikTok” OR
“YouTube”) AND ab:([country of interest])

To evaluate whether a paper should be included into our study, we applied three
parameters. First, the paper needed to be empirical in nature (i.e., it was focused on
analyzing data through qualitative and/or quantitative methodologies). Second, the paper
had to focus on platformized violence, which we broadly defined to include any
manifestations of harm that were enacted, experienced, or expanded through digital
means. Finally, we only considered papers grounded in the three contexts of our study:
Canada, Colombia, and Iran.

In this process of search and evaluation, we identified 59 articles from Canada, 98 from
Iran, and 104 from Colombia that satisfied our initial criteria. After removing duplicates
and excluding non-relevant articles (i.e., not empirical, focusing on platformized violence,
or out of the scope of the context of our study), we were left with 4 papers from Iran, 2
from Canada, and 4 from Colombia.

Recognizing the limitations of our initial search, we expanded our process in a second
stage. Using Google Scholar, we searched with the same keywords to complement the

2% Fink, A. (2019). Conducting Research Literature Reviews: From the Internet to Paper. SAGE Publications.
https://archive.org/details/conductingresear0000fink _j2x8/mode/lu
25 QOkoli, C. (2015). A guide to conducting a standalone systematic literature review. Communications of the Association for Information

Systems, 37. https://doi.org/10.17705/1CAIS.03743
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results of our first stage. In this process, we identified 21 articles from Colombia, 9 from
Iran, and 29 from Canada.

While this process considerably expanded the sample of our study, we lacked studies
from Colombia and Iran that allowed us to compare each context to Canada with a similar
degree of depth. We assumed this gap may be due to research published in other
languages (Persian for Iran and Spanish for Colombia) and not readily accessible through
the primarily Global North-oriented databases we initially used. To address this, we once
again expanded our search to a third stage, where we searched in Spanish and Persian
using regional databases. In particular, we relied on Redalyc (a Latin American database)
and Ensani (an Iranian database) to locate more relevant results. This approach identified
an additional 4 more papers from Colombia and 15 papers from Iran.

In total, we found 88 relevant papers for our study: 31 from Canada, 28 from Colombia,
and 28 from Iran. Figure 1 (below) summarizes the search process of our systematic
literature review.

1 - -
' N A i ™)
ACADEMIC GOOGLE REGIOMNAL TOTAL
DATABSES SCHOLAR DATABASES
Canada: Canada: Canada: Canada:

2 29 0 K}
Colombia: Colombia: Colombia: Colombia:

4 2 4 28

Iran: Iran: Iran: Iran:
4 g9 15 28

Figure 1. Summary of the process of data collection

To systematize the information from all 88 papers in our sample, we collaboratively read
and summarized the key insights from each study. In addition to documenting basic
details (e.g., author, year, and whether the paper met our inclusion criteria), we focused
on exploring cultural differences and similarities across contexts. More specifically, Table
1 (below) demonstrates the aspects of each paper that were most relevant to our analysis
of the three contexts.
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"
Column Description
Country Geographical context of the study
Sample Units of analysis
Platform Digital platforms included in the analysis

The broader context that the study is focusing on in their
Context analysis

Cultural differences [Noted cultural differences with other context

Cultural similarities |Noted cultural similarities with other context

Table 1. Key items in the process of data analysis

To synthesize the findings from our sample, we conducted a thematic analysis®® by
grouping responses from each column into similar units. First, we categorized papers
from each country based on the context they addressed (e.g., cyberbullying or gender
violence), outlining the key aspects of each theme present in our study that made each
context unique. Second, we coded and analyzed the cultural differences in each context,
noting how studies recognized the particularities of platformized violence experiences in
their respective countries (e.g., definitions of violence or targeted populations). Finally,
we thematically organized data on cultural similarities, identifying patterns that were
consistent across all three contexts (e.g., platform cultures or global networks of hate).
These three sets of codes— contexts, cultural differences, and cultural similarities—are
the basis of our report. To ensure the soundness of our analysis, we collaboratively
reviewed each other's work, aiming to minimize individual biases in interpreting the
themes.

26 Braun, V., Clarke, V., Hayfield, N., & Terry, G. (2019). Thematic analysis. In P. Liamputtong (Ed.), Handbook of Research Methods in
Health Social Sciences (pp. 843—-860). Springer Singapore. https://doi.ora/10.1007/978-981-10-5251-4 103
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4. A tale of three countries

In this section, we describe the general contexts that ground our report: Canada,
Colombia, and Iran. Drawing on the contextual information from each paper across these
three settings, we outline key issues related to platformized violence in each country.
The objective of this descriptive section is to offer a foundation for mapping the cultural
similarities and differences across these contexts.

44. Canada

As the digital landscape rapidly changes, platformized violence—ranging from
cyberbullying to technology-facilitated sexual violence—poses a significant challenge in
Canada. The critical importance of platformized violence in the Canadian context is
exemplified by prevailing concerns about the relationship between mental health and
digital manifestations of violence. Indeed, cyberbullying victimization in Canada has been
strongly associated with mental health challenges and substance abuse.?’ In response to
these concerns, this section examines key themes from the literature on digital violence
in Canada, focusing on key themes such as youth, gender, marginalized groups, and the
related institutional and legal challenges.

4.1.2. Gender-based violence

The literature in our sample emphasizes how gender dynamics critically shape youth
experiences with platformized violence. For example, Ringrose et al.® note that
sexting—particularly when related to image-based sexual harassment and
abuse—significantly impacts Canadian youth. Similarly, Mishna et al.?°
gendered and sexualized bullying normalizes violence against girls while rendering boys'
roles invisible, thereby reinforcing societal norms of inequality.*® Other research shows
how youth in New Brunswick experience pervasive cyberviolence that is often misframed
as bullying. The study suggests a new framework to address the severity of platformized

describe how

violence.”

2 Sampasa-Kanyinga H, Lalande K, Colman | (2020). Cyberbullying victimisation and internalising and

externalising problems among adolescents: the moderating role of parent—child relationship and child’s sex. Epidemiology and
Psychiatric Sciences 29, 8, 1-10. https://doi.org/10.1017/S2045796018000653

28 Ringrose, J., Milne, B., Mishna, F., Regehr, K., & Slane, A. (2022). Young people’s experiences of image-based sexual harassment and
abuse in England and Canada: Toward a feminist framing of technologically facilitated sexual violence. Women'’s Studies International
Forum, 93, 102615. hitps://doi.org/10.1016/jwsif. 2022102615

2% Mishna, F., Schwan, K. J., Birze, A., Van Wert, M., Lacombe-Duncan, A., Mclnroy, L., & Attar-Schwartz, S. (2020). Gendered and
sexualized bullying and cyber bullying: Spotlighting girls and making boys invisible. Youth & Society, 52(3), 403-426.

3% Morrison, K. E., Hymel, S., Craig, W., Dirks, M., & Holfeld, B. (2023). Teen perceptions of adolescent dating violence. Journal of
Adolescence, 95(7), 1348-1364. https://doi.org/101002/jad12206

3" Waite, S. M. (2021). Cyberviolence and victim -blaming in the lives of New Brunswick youth. Antistasis, Suppl.Proceedings for the
2021 Atlantic Education Graduate S
hitos: )

tudent Conference, 12(1), 14-20.
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Extending beyond studies of youth, research shows that gender-based platformized
violence in Canada also affects adults across various contexts. According to
Chai,**cyberbullying victimization significantly impacts Canadian adults' health, mental
health, and life satisfaction. Blais et al.*® report that 19.4% of Canadian adults have
admitted to perpetrating technology-facilitated sexual violence, with cyberstalking being
the most common form.

A persistent issue in the Canadian context is the normalization of gender-based
platformized violence through narratives of victim-blaming, which trivializes victims'
experiences and shields perpetrators. Morales et al>* highlight how gendered
stereotypes undermine survivors' credibility and reinforce disbelief. In a similar line, Filice
et al.*® and Ringrose et al. *® explain how patriarchal norms invalidate the experiences of
marginalized groups. Mishna et al.*’ demonstrate that image-based abuse is often
normalized within digital culture, downplaying its severity. Canada’s violent extremism
risk assessment tools, such as VERA-2 and CYBERA have faced criticism for failing to
address online-to-offline realities of technology-facilitated sexual violence, particularly
within extremist communities like incels.® This research underscores the need for
targeted gender-based violence prevention programs that focus on bystander
intervention and initiatives directed at men.**

4.1.2. Canadian schools

Another pressing issue concerns platformized violence in educational settings, which
poses significant challenges for professors, students, and university administrators. For
example, Bisaillon et al.*° find that professors in Quebec universities often experience
cyberbullying due to unclear policies and inadequate institutional measures, resulting in
calls for clearer reporting systems, empowerment, and policy reform. Similarly, Hodson et

32 Chai, L. (2022). Does religion buffer against the detrimental effect of cyberbullying victimization on adults’ health and well-being?
Evidence from the 2014 Canadian General Social Survey. Journal of Interpersonal Violence, 37(21-22), NP19983-NP20011.
hittps://doi.org/10.1177/08862605211050092

3 Blais, J., McArthur, J. L., & Goruk, K. J. (2024). An examination of technology-facilitated sexual violence perpetration in Canada
among a large sample of adults. Canadian Journal of Behavioural Science. https://doi.org/10.1037/cbs0000416

34 Morales, E., Hodson, J., Chen, Y., Gosse, C., Mendes, K., & Veletsianos, G. (2024). “You did it to yourself”: An exploratory study of
myths about gender-based technology-facilitated violence and abuse among men. Sex Roles, 90, (1521-1533).
https://doi.ora/10.1007/511199-024-01514-w

% Filice, E., Matharu, A., Parry, D. C., & Johnson, C. W. (2024). A thousand catcalls: Survivors’ experiences of sexual violence in online
dating. Leisure Sciences, 1-19. https://doi.org/101080/01490400.2024, 2330946

* Ringrose, J. et al., 2022.

37 Mishna, F., et al., 2020.

% Chan, E. (2023). Technology-facilitated gender-based violence, hate speech, and terrorism: A Risk assessment on the rise of the
incel rebellion in Canada. Violence Against Women, 29(9), 1687-1718. https.//doi.org/101177/10778012221125495

% Chen, Y., Mendes, K., Gosse, C., Hodson, J., & Veletsianos, G. (2024). Canadian gender-based violence prevention programs: Gaps
and opportunities. Violence Against Women, 10778012241259727. https://doi.org/10.1177/10778012241259727

0 Bisaillon, J., Mercure, C., Villeneuve, S., & Plante, I. (2023). Cyberbullying of professors: what measures are in place in universities
and what solutions are proposed by victims? Studies in Higher Education, 48(11), 1639-1650.
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al.*" reveal that knowledge workers in research and public education frequently "quietly
cope" with online abuse due to insufficient institutional responses, resulting in
self-censorship and diminished innovation. These findings underscore the need for
academic institutions to develop proactive and comprehensive strategies to combat
platformized violence.

4.1.3. Existing structures of power

Platformized violence intersects with existing structures of power in Canada,
compounding the challenges already faced by marginalized groups (for example, racism,
sexism, and colonialism). For instance, racialized women activists can often suffer
harassment from both peers and anonymous online trolls as a result of systemic
inequities.*? In addition, LGBTQIA2S+ individuals and racial minorities are more likely than
white cis-gender and straight individuals to experience platformized violence on dating
platforms.** Migrant populations are also particularly vulnerable to platformized violence,
with  women disproportionately experiencing discrimination and younger men
confronting mental health challenges linked to cyber-victimization.**

And while anti-violence activists and Indigenous women have used online platforms to
challenge harmful social norms and combat patriarchal violence®, systemic barriers like
rape culture continue to silence marginalized voices. As a result, the Canadian literature
sometimes calls for the development of inclusive policies that integrate intersectionality
and address systemic inequalities.*®**” Addressing these issues would require legal and
institutional frameworks that prioritize the needs of vulnerable groups and target the root
causes of oppression.

In addition to race, gender, and sexuality, sociocultural factors have been identified by
authors in our sample as significant facilitators of victimization in Canada. For instance,
key risk factors for cyberbullying include time spent online, lack of social support, and
low parental education, with girls and ethnic minorities disproportionately affected.*®

“"Hodson, J., O’'Meara, V., Galizia, A., & Gosse, C. (2021). Quietly coping: The impact of online abuse on research innovation and
knowledge workers in research and public education. 2021 IEEE International Symposium on Technology and Society (ISTAS), 1-5.

42 Rajani, N. (2022). “l bet you don’t get what we get”: An intersectional analysis of technology-facilitated violence experienced by
racialized women anti-violence online activists in Canada. Canadian Journal of Law and Technology, 19(2), 217.
https://digitalcommons.schulichlaw.dal.ca/cjlt/vol19/iss2/2/

“3 Filice, E. et al., 2024.

4 Kenny, K. S., Merry, L., Brownbridge, D. A., & Urquia, M. L. (2020). Factors associated with cyber-victimization among immigrants and
non-immigrants in Canada: A cross-sectional nationally-representative study. BMC Public Health, 20(1), 1563.
https://doi.org/10.1186/512889-020-09492-w

% Pilote, A.-M., & Hiibner, L. A. (2021). Indigenous women and online activism: Facebook and twitter uses to counter sexual violence in
the wake of the Val-d’Or police scandal. Colloquy: Text, Theory, Critique, 40, 65—-97. doi.org/10.26180/18255329

46 Rajani, N., 2022.

47 Filice, E. et al., 2024.

8 Farrington, D. P., Zych, |., Ttofi, M. M., & Gaffney, H. (2023). Cyberbullying research in Canada: A systematic review of the first 100
empirical studies. Aggression and Violent Behavior, 69, 101811. https://doi.ora/10.1016/j.avb.2022 101311
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Moreover, Canadian university students are more likely to perpetrate TFSV while
exhibiting toxic online disinhibition or having prior experiences with sexual aggression.*®
Teenagers’ motivations for anti-social online behaviour, such as recreation and social
approval, are often driven by low empathy —factors that increase the likelihood of such
actions.”® The pervasive use of digital technologies by young Canadians has intensified
cyberbullying, particularly in provinces like Saskatchewan.® These complexities highlight
the challenges of addressing cyberbullying and TFSV.

4.1.4. Governmental responses to platformized violence

The Canadian government’s response to platformized violence is multifaceted but not
without challenges. While the legal framework has made significant progress in
addressing platformized violence, it still faces significant limitations in adapting to digital
harms. For example, Di*? explains that the Protecting Canadians from Online Crime Act
criminalizes the non-consensual distribution of intimate images (NCIID), yet it does not
comprehensively address the full scope of platformized violence. Doncel-Martin et al.>
note that Canada’s hate speech laws emphasize corporate responsibility and public
diplomacy, yet enforcement remains inconsistent. Additionally, Liakopoulos®® observes
that the lack of clear legal definitions for terms like cyberbullying and sexting leaves
victims without sufficient legal protections. Nova Scotia’s CyberScan unit, which offers
non-judicial support for victims, provides an alternative approach; however, it has been
criticized for failing to address the intersection of online and offline realities.> To address
these gaps, the authors advocate for victim-centered policies that integrate emotional
and psychological support with legal accountability®® >’

%9 Zhong, L. R., Kebbell, M. R., & Webster, J. L. (2020). An exploratory study of Technology-Facilitated Sexual Violence in online

romantic interactions: Can the Internet’s toxic disinhibition exacerbate sexual aggression? Computers in Human Behavior, 108, 106314.
. A 101016/i 2020106314

%0 Soares, F. B., Gruzd, A., Jacobson, J., & Hodson, J. (2023). To troll or not to troll: Young adults’ anti-social behaviour on social media.

PLOS ONE, 18(5), €0284374. https://doi.org/10.1371/journal.pone.0284374

5"Koole, M., Clark, S., Hellsten-Bzovey, L.-A., Mcintyre, L., & Hendry, B. (2021). Stalked by our own devices: Cyberbullying as a

boundary crossing behavior. Postdigital Science and Education, 3(2), 464—490. hitps://doi.org/101007/s42438-020-00210-8

52 Di, Y. (2024). Legal reflections: Optimizing global strategies against cyber sexual violence through comparative perspectives.

Transactions on Social Science, Education and Humanities Research, 12, 156—164. https://doi.ora/10.62051/zw6md078

%3 Doncel-Martin, |., Catalan-Matamoros, D. and Elias, C. (2023), "Corporate social responsibility and public diplomacy as formulas to

reduce hate speech on social media in the fake news era", Corporate Communications: An International Journal, Vol. 28 No. 2, pp.

340-352. https://doi.org/101108/CClJ-04-2022-0040

54 Liakopoulos, D. (2020). Cyberbullying and sexting. New open frontiers of criminal law: The case of Canada and Australia. Projecdo,

Direito e Sociedade, 11(1), 243-288. https://projecaociencia.com.br/index.php/Projecao2/article/view/1563

5 Dodge, A. (2023). Looking beyond the law to respond to technology-facilitated violence and bullying: Lessons learned from Nova

Scotia’s CyberScan unit. Crime, Media, Culture, 19(4), 455-471. https://doi.org/10.1177/17416590221142762

*¢ Dodge, A. (2024). The problem with “cyber safety”: Calling for technosocial educational responses to technology-facilitated

violence and bullying. Canadian Journal of Communication, 49(1), 125-145. https://doi.org/10.3138/cjc-2023-0011

5 Di, Y. (2024). Legal reflections: Optimizing global strategies against cyber sexual violence through comparative perspectives.

Transactions on Social Science, Education and Humanities Research, 12, 156—164. https://doi.org/10.62051/zw6md078
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4.2. Colombia

The research reviewed offers a nuanced exploration of platformized violence,
cybersecurity challenges, and the complex role of social media in Colombia's evolving
post-conflict landscape. Collectively, the literature highlights a context shaped by
cyberbullying prevention, hate speech, cyber victimization, online intimate partner
violence, digital activism, and social polarization. These interconnected issues reflect
deeper societal concerns, including structural inequalities, regulatory shortcomings, and
the pervasive influence of digital platforms in shaping social dynamics and exacerbating
existing tensions.

4.2.1. Colombian schools

Cyberbullying among pre-adolescents and adolescents in Colombia remains a significant
concern. Medina et al.°® emphasize the need for structured educational initiatives,
aligning with Usuga Jerez et al.’s *° findings on the increase in cyberbullying during the
COVID-19 pandemic. The studies advocate for sustained interventions to mitigate the
psychological impacts of cyberbullying. Gender-based dimensions of cyberbullying
further complicate the issue. Borrero and Rodriguez® link cyberviolence with broader
societal inequalities, focusing on sexting and grooming, while De Los Reyes et al.®
highlight control-based violence in university relationships. These findings suggest that
educational interventions must address underlying psychosocial factors, including
emotional dependence and insecure attachments.

The detection and societal impacts of hate speech are critical for understanding
platformized violence in Colombia. Moreno-Sandoval et al.®> emphasize the need for
culturally sensitive algorithms to detect hate speech in diverse linguistic contexts. This
need is especially relevant in Colombia, where racialized violence has intensified during
crises. Arana Castafieda® highlights how digital narratives during COVID-19 stigmatized
Black communities, reflecting systemic racism and social vulnerabilities. Similarly,

8 Cuesta Medina, L., Hennig Manzuoli, C., Duque, L. A., & Malfasi, S. (2018). Cyberbullying: tackling the silent enemy. International
Journal of Inclusive Education, 24(9), 936—947. hitps://doi.org/101080/13603116.2018.1500648

%% Usuga Jerez, A. J., Lemos Ramirez, N. V., Gémez Camargo, M. F., & Adarme Lépez, E. M. (2023). Ciberbullying durante la pandemia
por covid-19: un estudio en adolescentes de Santander, Colombia: Cyberbullying during the covid-19 pandemic: a study on
adolescents in Santander, Colombia. Diversitas, 19(1), 95-108. https://doi.org/10.15332/22563067.9169

89 Corro Borrero, J. A., & Lépez Rodriguez, E. D. (2021). Ciberacoso como expresién de violencia integral. Multiverso Journal, 1(1),
17-29. https://doi.org/10.46502/issn.2792-3681/2021.1.2

% Reyes Mera, V. de los, Jaureguizar Alboniga-Mayor, J., Bernaras lturrioz, E., & Redondo Rodriguez, I. (2021). Violencia de control en
las redes sociales y en el mévil en jévenes universitarios. Aloma: revista de psicologia, ciencies de I'educacio i de I'esport, 39(1),
27-35. ; i -

52 Moreno-Sandoval, L. G., Pomares-Quimbaya, A., Barbosa-Sierra, S. A., & Pantoja-Rojas, L. M. (2024). Detection of hate speech,
racism and misogyny in digital social networks: Colombian case study. Big Data and Cognitive Computing, 8(9), 113.
https://doi.org/10.3390/bdcc8090113

% Arana Castafieda, C. (2020). “El oriente de Cali no tiene ni Dios ni ley”: Redes sociales digitales y violencia racializada a propdsito

de la COVID-19. SUMMA, 2, 217-243.. https://doi.org/10.47666/summa.2.esp14
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Cérdoba et al.®* and Nifio-Vega et al.®> demonstrate how memes perpetuate xenophobic
and sexist stereotypes, influencing public perceptions of Venezuelan migrants. These
studies collectively reveal how digital spaces amplify existing social hierarchies and
marginalize vulnerable communities.

4.2.2. A post-conflict society

Colombia's post-conflict context also presents unique cybersecurity challenges.
Chenou®® critiques the country's focus on economic development within its cybersecurity
policy, arguing for a more inclusive framework that integrates peacebuilding. Morales®’
explores how social media mediates violence among Colombian youth, suggesting that
normalized harm in digital interactions reflects broader post-conflict instability. The need
for culturally specific cybersecurity measures is further highlighted by Wilson®, who
advocates for region-specific policies to protect human rights defenders from digital
authoritarianism. These studies demonstrate that effective cybersecurity in Colombia
requires a holistic approach that addresses both economic and socio-political
dimensions.

Social media has become a battleground for political and social narratives in Colombia.
Lépez Robles®® and Bonilla-Neira” note the role of digital activism in shaping public
discourse, particularly on contentious issues such as abortion rights and government
opposition. However, the impact of social media on political polarization remains
I.”' find that labeling misinformation has limited
effectiveness in reducing polarization in deeply divided societies. Similarly,

contentious. Serrano Plata et a

Aguilar-Forero’ emphasizes how youth activism during the 2021 national strike
demonstrated collective resistance but also exposed the criminalization of dissent. These

4 Cérdoba, J. C., Ojeda, S. M. L., Diaz, AL, & Sanmiguel, A. T. (2020). Una lectura de la migracion de venezolanos a Colombia a
través de los memes que circulan en redes sociales: Revanchismo y representaciones perversas. Correspondencias & andlisis, 12,
Article 12. hitps://doi.org/10.24265/¢ian.2020.n12.04

% Nifio-Vega, N. C., Espinel-Rubio, G. A., & Mojica-Acevedo, E. C. (2022).Between marines ‘gringos’ and ‘veneks’ migrants: racism and
sexism in memes. Revista Saber, Ciencia y Libertad, 17(2), 70 — 96. https://doi. org/1018041/2382-3240/saber.2022v17n2.9267

¢ Chenou, J. M. (2021). The contested meanings of cybersecurity: evidence from post-conflict Colombia. Conflict, Security &
Development, 21(1), 1-19. hitps:/doi.org/101080/14678802.20211888512

57 Morales, E., 2024.

58 Wilson, R.A. (2022). Digital authoritarianism and the global assault on human rights. Human Rights Quarterly 44(4), 704-739.
https://dx.doi.org/10.1353/hrq.2022.0043

59 Lépez Robles, A. (2022). Activismo hashtag y disputas por el sentido social en Twitter: El caso de la despenalizacién del aborto en
Colombia. Global Media Journal México, 19(36), 148—169. https: i.0rg/10.291 mjmx1

72 Bonilla Neira, L. C. (2020). Tépicos y violencia verbal en la convocatoria a la marcha #NoMésDesgobierno en colombia / topics and
verbal violence in the call to march #NoMdésDesgobierno en Colombia. Revista De Estudos Da Linguagem, 28(4), 1747-1777.

"' Serrano Plata, L. J., Bonilla-Aranzales, J. K., Bonilla Machado, M. M., & Chenou, J.-M. (2023). Silence is safer than speech: The utility
of social media labeling in countering political polarization in peacebuilding contexts. Andlisis Politico, 36(106), 85—-112.
https://doi.org/10.15446/anpol.v36n106.111042

2 pguilar-Forero, N. (2022). Memoria y juvenicidio en el estallido social de Colombia (2021). Revista Latinoamericana de Ciencias

Sociales, Nifiez y Juventud, 20(3), 1-25. https://doi.ora/10.11600/rlcsnj.20.3.5492
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findings suggest that while digital platforms facilitate social mobilization, they also
intensify societal divides.

4.2.3. Governmental responses

Colombia faces significant regulatory challenges in addressing platformized violence.
Sdnchez Moreno et al.”® highlight the lack of strict regulations to protect minors from
cyberbullying, advocating for comprehensive policies aligned with international
standards. Similarly, Tirado Acero and Caceres Tovar’® call for preventive measures
against sexual cybercrime, emphasizing the inadequacy of punitive approaches. These
gaps in policy reflect broader issues within Colombia's legal framework, where
platformized violence is often under-addressed or normalized. In response, addressing
these issues requires a multi-faceted approach that considers the socio-political context,
promotes educational interventions, and ensures culturally sensitive policies.

4.3. Iran

Hate speech and online discrimination in Iran reflect multifaceted socio-cultural and
political issues, revealing how digital platforms both perpetuate and resist various forms
of oppression. This is best exemplified by the rise of the Farsi manosphere, which
highlights the complex intertwining of global and local hate cultures through “memetic
alliances”—that is, internet memes that propagate misogynistic and anti-queer ideologies
by blending local and global contexts.”” These alliances contribute to a broader
right-wing resurgence, illustrating how localized hate speech aligns with global trends.
The Iranian context reveals a digital landscape rooted in cultural, gender, and ethnic
biases that manifest through hate speech, cyberbullying, and state-aligned suppression.

4.3.1. Gender-based violence

A key issue within the Iranian context is the pervasive gender-based discrimination
across Persian digital platforms. Twitter (now X) intensifies gender hostility by reinforcing
stereotypes and escalating gendered conflicts rather than promoting dialogue.” On
Instagram, feminist discourse reveals a paradox: while it challenges patriarchal norms, it
can inadvertently reinforce dominant narratives when criticized”’. This duality
underscores the complexities of feminist activism online, where resistance to patriarchy

® Sénchez Moreno, L. V. ., Pabén Moreno, V., Rodriguez Virguez, A. F., & Rojas Rey, D. S. (2023). Ciberacoso a nifios, nifias y
adolescentes en redes sociales . Episteme. Revista De Estudios Socioterritoriales, 15(1), 66-95. https://doi.org/1015332/27113833.8463
74 Tirado Acero, M. & Caceres Tovar, V. M. (2021). Criminal policy on child and adolescent sexual cybercrime in Colombia. Revista
Cientifica General José Maria Cordova, 19(36), 1011-1033. hitps://dx.d0i.org/10,21830/19006536.790

5 Khosravi Ooryad, S., 2023.

76 Taghiabadi, M., & Taghiabadi, H. (2021). Online gender hate speech on social media (Case: Misogyny of Iranian Twitter users).
Communication Research, 28(106), 175-209. doi: 10.22082/cr.2021.526613.2161

7 Moghimi, M., Khaniki, H., Soltani, S.A. (2022). A discourse analysis of key elements of women's hate speech against women on
Instagram, Journal of Women in Culture and Arts, 14(2), 199-222. doi: 10.22059/jwica.2022.324954.1618
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coexists with systemic reproductions of inequality.” The consequences of this gendered
discrimination are significant. Teenage girls who share sexual content online face severe
stigmatization, reflecting Iran's conservative cultural norms and the societal trauma they
experience.”” Meanwhile, public reactions to cases like Romina Ashrafi’'s honor killing
highlight Instagram’s dual role as a platform for both mobilizing awareness and reflecting
entrenched misogyny.®® Celebrities, particularly women, play a critical role in raising
awareness about gender-based violence, further demonstrating the potential of social
media as a space for activism.®'

4.3.2. Iranian schools

Cyberbullying in Iran exacerbates existing social inequalities, particularly for marginalized
groups. Ethnic discrimination manifests covertly on platforms like Instagram, where
xenophobic sentiments against Afghan immigrants are subtly expressed under posts,
perpetuating social exclusion without overt linguistic markers.?? Non-Farsi adolescents
and females experience disproportionately high rates of online victimization, indicating
systemic ethnic and gender biases.®®> The behaviour of cyberbullies is influenced by
factors such as family dynamics, dark personality traits, and societal norms, emphasizing
the need for comprehensive interventions that address offline contexts as well 3485
Educational initiatives, such as life skills training and media literacy programs, have
shown promise in reducing cyberbullying and promoting healthier online behaviors.2®#’

4.3.3. The Iranian state

Finally, state-aligned actors in Iran exploit digital platforms to suppress dissent, targeting
activists, journalists, and artists through coordinated harassment campaigns.®® The

8 Moghimi, M., Khaniki, H., Soltani, S.A. (2020). Critical discourse analysis of the three dimensions of women's hatred against women
on Instagram, New Media Studies, 6(22), 71-97. doi: 10.22054/nms.2021.55300.1047

9 Azimi, A.A., Javadi, H., Hayati., M. (2024). Exploring the lived experiences of Iranian teenage girls: Consequences of sharing sexual
content in a sexually conservative culture. Sexuality & Culture, 28, 733-748. https://doi.ora/101007/s12119-023-10142-7

8 Alemi, A.H., Razavizadeh, S.N. (2022). Social media and domestic violence against women; Hashtag analysis and reaction of
Instagram users to the murder of Romina Ashrafi. New Media Studies, 7(28), 43-78. DOI: 10.22054/NMS.2022.62839.1261

& Kamali, T. S., & Tavassoli, A. (2022). Gender analysis republishing violence on celebrities' Instagram pages. New Media Studies,
8(29), 395-435. DOI: 10.22054/NMS.2022.621571244

82 parvaresh, V. (2023). Covertly communicated hate speech: A corpus-assisted pragmatic study. Journal of Pragmatics, 205, 63-77.
https://doi.org/10.1016/j.pragma.2022.12.009

8 pazhouhi, S. (2023). Online and offline bullying/harassment and perceived racial/ethnic discrimination among Iranian adolescents.
Canadian Journal of School Psychology, 38(4), 333-348. https://doi.org/10.1177/08295735231188008
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weaponization of online spaces suggests a broader need for robust legal frameworks to
address cyber violence while protecting human rights.® Legal gaps remain a significant
challenge, particularly in addressing the transnational nature of cybercrimes and the
complexities of jurisdictional enforcement.

8 Nourouzi, Z., & Afrakhteh, A. (2021). Investigating cyber violence against women and the umbrella of national and international
legislation. Women’s Studies, 12(36), 259-290. 10.30465/ws.2021.31292.3025

9 Darbandi, Sh., Sanatjoo, S., Dabaghi, M. (2023). The connection between genes and the violation of human rights and dignity of
individuals with an emphasis on online violence against women and girls. Journal of Contemporary Legal Thought, 4(1), 75-86.
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5. Cultural similarities: Platformized violence beyond national
borders

The first key finding in our literature review is that patterns and experiences related to
violence on digital platforms are present across all three countries. These similarities
emphasize the global impact of digital platforms, which extend beyond national borders.
At its core, the overlapping experiences recounted over the studies in our sample
position platformized violence as a critical concern worldwide. A closer look reveals
three key similarities shared by Canada, Colombia, and Iran: 1) global networks, 2) the
role of digital platforms, and 3) the continuum of violence(s). The following sections
elaborate on these themes.

54. Global networks

The studies in our sample identify global networks of actors and narratives as key
elements shaping who perpetrates and who is targeted by platformized violence. For
instance, Khosravi Ooryad® explores how narratives of gender-based violence in Iran are
influenced by the manosphere — which, in this case, serves as an extension of patriarchal
Western ideologies. These global networks are evidenced by a shared visual language,
such as memes, used to propagate harm against women across contexts. Similarly, Chen
et al.? and Morales et al.”® discuss how ideas from manosphere-related communities
influence young Canadian men’s perceptions of gender-based platformized violence.

Globally connected narratives do not only spread harmful narratives, but they can also
facilitate solidarity and coordination against platformized violence. For instance, Pilote
and Hibner® describe how Indigenous women in Canada relied on online networks of
solidarity to organize activist campaigns against police violence in their communities. In
Colombia, Aguilar-Forero®® examines Twitter's role in creating and sustaining social
mobilization strategies against the killing of young people at the hands of armed forces in
the country.

These instances emphasize how global networks shape the actors and narratives of
platformized violence —supporting both harmful campaigns (e.g., gender-based violence)
and efforts of solidarity (e.g., activists against the use of extreme force by the various
states).

9" Khosravi Ooryad, S., 2023.

92 Chen, Y. et al., 2024.

% Morales, E. et al., 2024.

% Pilote, A.-M., & Hiibner, L. A., 2021.
9 Aguilar-Forero, N., 2022.
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5.2. Digital platforms’ affordances, cultures, and responses

A second point of cultural similarity in the literature concerns the pervasive role—whether
in the form of affordances, structure, or cultures—of digital platforms. Indeed, research
across all three contexts demonstrates how similar technological affordances are used to
enact harm. Such affordances include but are not limited to comment sections,®®
hashtags,” direct messages,”® and shared images.”® For example, Cérdoba et al.'®
discuss how memes targeting Venezuelan migrants in Colombia perpetuate xenophobia
through jokes, mockery, or sarcasm, reinforcing social hierarchies (p. 31).

Beyond these specific affordances, digital cultures play a significant role in shaping how
violence is enacted online. Taghiabadi and Taghiabadi' argue that Twitter’s/X’s structure
fosters an antagonistic environment that undermines gender equality and democratic
dialogue. Similarly, Olave™ showcases how social media’s emphasis on entertainment
encourages ridicule and mockery, particularly in political discourse. Platforms are thus
implicated as active participants in cultures of violence rather than neutral spaces for
expression. For example, Ringrose et al.'”® demonstrate how the image-sharing platform
Snapchat incentivizes the disabling of privacy features, which then results in the

increased vulnerability of young Canadian women.

Finally, studies across all three contexts emphasize the dual failure of platforms and
governments to address platformized violence effectively. On the one hand, the
reviewed literature emphasizes that platforms do not have proper mechanisms to
address the enactment of violence. For example, Wilson'* noted how platforms have
repeatedly failed to protect the safety of human rights workers in Colombia. On the other
hand, studies in our sample emphasized how the government’s responses were often
guided by platforms' approaches to content moderation—which, in turn, often resulted in
ineffective market-based legal frameworks.”® It is unsurprising, then, that there is
universal neglect of proper responses to online abuse across all three contexts. This
reflects a broader global trend of insufficient institutional responses and societal norms
that trivialize platformized violence. '°®

% Parvaresh, V., 2023.

97 Lépez Robles, A., 2022.

% Filice, E. et al.,2024.

% Alemi, A.H., Razavizadeh, S.N., 2022.

90 Cérdoba, J. C. et al., 2020.

19" Taghiabadi, M., & Taghiabadi, H., 2021.

92 Olave, G. (2022). La justificacién de la agresion fisica entre politicos colombianos. El caso del exalcalde Rodolfo Hernéandez en
YouTube. Palabra Clave, 24(4), e2442. https://doi.ora/10.5294/pacla.2021.24.4.2
% Ringrose, J. et al., 2022.
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5.3. A continuum of violence

The final theme of convergence in the literature addresses how platformized violence
perpetuates and extends existing logics and structures of harm across the three cultural
7 argue for situating digital harms along structures and
cultures of violence that exist within particular communities rather than separate from

them because doing otherwise “risks minimizing the severity of these actions and fails to
»108

contexts. Scholars like Dunn'™

recognize their interconnectedness with other more familiar forms of violence.

Examples of this continuum of violence were present across all three contexts. In Iran,
Azimi et al'® show how young girls are particularly vulnerable to harm as they

" illustrates

increasingly use social media to share sexual content. In Colombia, Tutka
how platforms like Twitter/X dehumanize targets of systemic oppression based on social
class, race, religion, or gender. In Canada, Ringrose et al."" argue that patriarchal societal
attitudes further complicate the experiences of targets of gender-based
technology-facilitated violence and abuse, arguing that such “behaviour is normalized

because of shared societal attitudes that minimize its seriousness.”"?

As these studies illustrate the ways that platformized violence can serve as mechanisms
to sustain and expand existing social, cultural, and community grievances. As existing
disparities are migrating into online contexts, two issues surface. First, vulnerable
individuals are further victimized through digital platforms, as seen in Pazhouhi’s™ study
on migrants targeted by platformized violence. Second, those in power use digital
platforms to expand their dominance—for instance, when authoritarian governments

employ online harassment to suppress.™

In the face of the use of platformized violence as an expansion of existing structures of
oppression and harm, scholars advocate for an intersectional approach—that is, without
an essentialist view of any single dimension of identity. Rajani,"® Kenny et al.,"® and Arana
Castafieda™ all emphasize the importance of centering intersections such as race,
gender, and class in their approaches and solutions toward platformized violence.

97 Dunn, S. (2021). Is it actually violence? Framing technology-facilitated abuse as violence. In J. Bailey, A. Flynn, & N. Henry (Eds.), The
Emerald International Handbook of Technology-Facilitated Violence and Abuse (pp. 25-45). Emerald Publishing Limited.
%8 Dunn, S., 2021, p. 27.

09 Azimi, A. A. et al., 2024.

"0 Tutkal, S. (2023). The role of dehumanization in legitimation and delegitimation of state violence in Colombia. Culture & Psychology,
30(3). hitps://doi.org/10177/1354067X231164795

" Ringrose, J. et al., 2022.

"2 |bid., p. 8.

"3 pazhouhi, S., 2023.

™ Kargar, S., & Rauchfleisch, A., 2019.
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6. Cultural differences: Unflattening the cultures of violence
on digital platforms

While the previous section highlighted key issues of platformized violence common to all
Canadian, Colombian, and Iranian cultures, it would be a mistake to assume that abuse
and harm on digital platforms manifest uniformly in all three contexts. This section
explores the distinct particularities of each country, emphasizing how sociocultural
factors shape the experiences and expressions of violence in digital platforms.

6.1. Canada

The Canadian context of cyberviolence reflects the interplay of nuanced cultural, legal,
and societal factors that minimize psychological violence, normalize image-based sexual
harassment, and reveal gaps in both the understanding of and response to online harms.

6.1.1. Framing platformized violence

A key issue identified in the literature is how platformized violence is defined within the
Canadian context. Existing definitions often fail to capture the full spectrum of online
harm, focusing on specific acts while neglecting broader intentions, ideological
underpinnings, and the real-world consequences of online actions. This ambiguity limits
efforts to understand the scope of online harms within a specific cultural context in
Canada. For instance, in the context of New Brunswick, a Canadian province with its own
distinct social and cultural characteristics, Waite™ highlights the need for differentiating
between “cyberviolence” and “cyberbullying.” Here, existing literature that touches upon
institutional definitions often limits cyberviolence to specific acts, such as cyberbullying
or impersonation. Such a limited scope overlooks emerging forms of gender-based
platformized violence perpetuated by communities that are rooted in extremist
ideological beliefs.

Adding to the discussion on gender-based violence in a Canadian context, Chan™
critiques Canadian violent extremism frameworks for excluding gender-based
platformized violence. Using the case of Alek Minassian, the perpetrator of the 2018
Toronto van attack. In the discussion on how digital platforms fuel incel ideology, which
can lead to offline acts of violence, Chan argues that current frameworks fail to address
how digital platforms fuel incel ideology, leading to offline acts of violence. Chan calls for
revising risk assessment tools like the Violence Extremist Risk Assessment (VERA-2) and
the Cyber Extremist Risk Assessment (CYBERA) to include gender-based violence as a

8 Waite, S. M., 2021.
" Chan, E., 2023.
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form of extremism, enabling law enforcement and intelligence agencies to monitor and
respond to the evolving offline-online continuum of violence more efficiently.

6.1.2. Understanding sexual platformized violence

The tendency to label incel-related acts of offline violence as isolated “lone wolves”
incidents reflects a Western cultural emphasis on individualism, neglecting the role of
online communities in spreading misogynistic ideologies. Despite Canada’s reputation for
gender equality, cultural norms often minimize violence against women. Rajani™®
critiques the narrow focus on sexism, advocating instead for an intersectional framework
that considers race, gender identity, sexual orientation, and disability in understanding
technology-facilitated violence in a Canadian context to encompass a wider range of
intents and experiences.

Canadian cultural values place a particular emphasis on politeness, which may also
contribute to the minimization of psychological violence on digital platforms. Morrison et
al.'”” found that Canadian teens recognize physical and sexual violence as serious but
were less likely to view emotional abuse with the same severity, reflecting societal
tendencies to undervalue certain harms. Similarly, Fairbairn™? critiques mainstream
Canadian media for perpetuating harmful narratives about sexual violence that exclude a
reflection of the lived experiences of the victims.

The scope of platformized violence in the Canadian context must be understood as
existing on a continuum with offline violence. Separating online and offline realms
creates a fractured perspective that underestimates the threat and impact of platformized
violence. Filice et al."”® highlight this in their investigation on sexual violence mediated by
dating apps, revealing how rape culture and sexist ideologies persist within Canadian
contexts that align with the broader conversations surrounding dismantling societal
attitudes that perpetuate violence against women and marginalized communities.”* They
introduce the concept of “modality threshold,”™ defined as the level of harassment and
abuse users are willing to endure, to illuminate how Canadians navigate the complexities
of such online spaces.

In legal discourse, Di'®

violence, noting that stigma often prevents victims from sharing their experiences. While

examines how cultural attitudes shape responses to cybersexual

120 Rajani, N., 2022.

21 Morrison, K. E. et al., 2023.

122 Fairbairn, J. (2020). Before #MeToo: Violence against women social media work, bystander intervention, and social change.
Societies, 10(3), 51. https://doi.org/10.3390/s0c10030051

"2 Filice, E. et al. 2024.
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some aspects of cybersexual violence are universally recognized, Ringrose et al.”*’ found
that Canadian girls report fewer instances of adult strangers requesting nude images
compared to their United Kingdom counterparts; however, the normalization of
image-based sexual harassment remains pervasive. Drawing from Dodge,"® Ringrose et
al. highlight the normalization of non-consensual nude image sharing amongst young
men, echoing the “hockey card” metaphor,'®® where nude images are traded among
young men like collectibles, and without the victim’s consent, through a specific
Canadian context.

6.1.3. Canada’s colonial history: Indigenous experiences and activism

Colonial legacies deeply influence experiences of platformized violence in Canada,
particularly for Indigenous communities. The literature consistently underscores the
inseparable link between violence against Indigenous communities to Canada’s colonial
past and enduring systemic discrimination. In particular, platformized violence against
Indigenous women is intrinsically linked to the action, structure, and history of the
Canadian state, rendering Indigenous communities particularly vulnerable to both online
and offline harm."™°

Pilote and Hiibner™ connect online harassment of Indigenous women to the broader
systemic discrimination rooted in colonialism, citing Val-d’Or police scandal in 2015 when
Radio-Canada’s investigative programme, Enquéte aired a report that featured
Indigenous women who came forward with allegations of physical and sexual abuse
perpetrated by officers of the Slreté du Québec, the provincial police forces of Quebec.
This report became a catalyst for activism against violence targeting Indigenous women.
Continued online harassment and surveillance of Indigenous activists reflect a
continuation of patterns of control and oppression as a digital extension of deeply rooted
colonial power dynamics in Canada.

6.1.4. Legal and institutional responses

Canadian legal definitions of terrorism and hate speech fall short in addressing the
gendered dimensions of platformized violence, allowing groups like incels to operate
with impunity.”®? Additionally, recognizing cyberviolence as a distinct category from
cyberbullying could potentially create targeted legal responses that address the specific

27 Ringrose, J. et al., 2022.

128 Dodge, A. (2020). Trading nudes like hockey cards: Exploring the diversity of 'Revenge

Porn' cases responded to in law. Social and Legal Studies, 30(3), 448—468. as quoted in Ringrose, J. et al., 2022.
2% Dodge, A., 2020; Ringrose, J. et al., 2022; Dodge, A., 2023.
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motivations and harms of cyberviolence.™ These distinctions may be crucial in holding
perpetrators accountable for their actions and providing appropriate support for victims.

Despite legislative efforts to address platformized violence, challenges remain and also
change over time.. Hodson et al.®* offer a critical examination of how Canadian
institutions respond to online abuse targeting knowledge workers, revealing a
concerning gap between the increasing prevalence of online abuse and the inadequacy
of support provided. Such inadequacy contributes to the phenomenon of “quietly
coping”—a term used by the authors to describe how knowledge workers often manage
online abuse on their own without seeking help from their institutions. Coping
mechanisms often involve personal strategies, including deleting comments, blocking
perpetrators, and ignoring the abuse, alongside modification of online behaviour such as
self-censoring and limiting social media engagement. Ultimately, what is demonstrated is
a reflection of the broader Canadian digital landscape where legal frameworks and
institutional responses lag behind the existing, evolving, and emerging nature of online
harms.

6.2. Colombia

The selected literature highlights the alarming prevalence of platformized violence in
Colombia and emphasizes the lack of resources and attention dedicated to confronting
it. While the sources provide a foundation for understanding the challenges of detecting
platformized violence, they fall short of fully examining the cultural context of such
experiences in Colombia and the urgent need for increased intervention programs. For
instance, cyberbullying is a significant problem in Latin American countries, with
Moren-Sandoval et al.®® reporting studies that show 7 out of 10 children report
experiencing cyberbullying, with Colombian children experiencing the highest
prevalence. This concern is heightened by the fact that Colombia has the second-highest
average daily usage of social media globally, with Colombians spending an average of
nearly 4 hours each day on digital platforms.”®

6.2.1. Platformized violence in a post-conflict society

The legacy of Colombia’s decades-long armed conflict, rooted in land inequality and

exacerbated by the US military support for successive Colombian governments,”’

continues to influence the country’s political, sociological, and cultural landscape—and,

33 Waite, S. M., 2021.

34 Hodson, J. et al., 2021.
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unsurprisingly, its digital spaces. As Wilson™® notes, this historical backdrop provides a
fertile ground for online platforms to be weaponized against activists, among others.
Morales™ examines how young Colombians navigate a culture of violence that has
expanded into the digital realm. As Morales demonstrates, these platforms not only
impact young adults' understanding of time and space in relation to violence but also
how they use social media to enact, consume, and express violence and how their
emotions and senses are engaged by violent content they encounter online.

Colombia’s post-conflict society presented an opportunity to rethink and reshape
cyberspace and digital platforms in a way that contributed to long-lasting peace in the
country. Yet this opportunity was largely missed, particularly in the implementation of
“soft moderation” strategies, or labeling, on social media to counter misleading
information, disrupted claims, or unverified claims.”® Drawing from the Colombia context,
Serrano Plata et al™ highlight that while social media platforms like Twitter have
embraced soft moderation as a means to counter misinformation and polarization, these
approaches have shown limited effectiveness in Colombia. In particular, the study found
that despite interventions like labeling tweets with additional information or warning
about misleading content, such soft moderation failed to encourage users to question
the content or sometimes such content reinforced existing biases, resulting in a backfire.
Similarly, Tutkal? demonstrated how dehumanizing language is used on Twitter to either
legitimize or delegitimize state violence, noting how deeply rooted structures of religious
dominance, classism, racism, and sexism create a context where certain groups are more
vulnerable to being portrayed as less than, and making it easier to justify violence against
them.

In examining the #NoMasDesgobierno protests of 2016, occurring in the final stages of
negotiations between the government and the FARC, Bonilla-Neira"?® provides valuable
insight into the rhetorical strategies used to cultivate and mobilize discontent. In this
case, protests aimed to highlight societal divisions and invoke cultural memory to
galvanise opposition and reveal deeply entrenched societal anxieties and historical
grievances. This analysis shows how cultural history can be weaponized through online
discourses to encourage specific expressions of platformized violence. Through these
narratives, studies in our sample showcase how particular historical and social processes

38 |bid.
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that facilitate dehumanization and legitimization of violence discourses can be expanded
upon the use of digital platforms.

6.2.2. Platformized violence in the Colombian schools

Cyberbullying, a manifestation of platformized violence often occurring in educational
settings, is a key consideration in Colombian literature. For instance, Usuga Jerez et al."**
conducted a study assessing cyberbullying levels among adolescents in Santander,
Colombia, during the COVID-19 pandemic, identifying significant gender differences, with
males more frequently involved as both victims and perpetrators. Similarly, Morillo Puente
and Rios Hernandez"® emphasized the importance of addressing vulnerabilities related
to guardianship and exposure to offenders. Collectively, these studies highlight the
multifaceted nature of cyberbullying in Colombia and the need for a deeper exploration
of the cultural, social, and technological factors that contribute to its prevalence. While
recognition of the issue is growing, these findings demonstrate the urgent need for
targeted intervention programs and comprehensive policies to address both the
immediate and long-term effects of cyberbullying on Colombian youth.

Comprehensive legislation that specifically addresses cyberbullying in Colombia
demonstrate a lack of concern for vulnerable individuals, particularly children and
adolescents, who are left on the outskirts of the law and any legal recourse. As Sanchez

Moreno et al."®

explain, while Colombian law recognizes children and adolescents as
subjects of special protections, the absence of clear legal definitions and penalties not
only results in a regulatory vacuum but also creates an environment in which
perpetrators can act with impunity while victims face challenges seeking justice. In
examining the 2021 national strike in Colombia and the concept of youthcide—that is, the
systematic killing of Colombian youth— Aguilar-Forero™’ links the lack of cyberbullying
protections to broader patterns of state-sanctioned violence against youth. These
patterns encompass poverty, exclusion, and extrajudicial killings, framing cyberbullying
within the wider cultural context of systemic violence. Moreover, the government’s role in
stigmatizing young protestors exacerbates these issues, making it easier to justify or

dismiss violence against them.

4 Usuga Jerez, AJ. et al,, 2023.

'S Morillo Puente, S., & Rios Hernandez, I. N. (2022). Cybervictimization within the framework of the Theory of Routine Activities in the
digital age. Journal of Psychology , 40(1), 265-291. https://doi.org/10.18800/psic0.202201.009
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6.2.3. Gender-based platformized violence in Colombia

The increase in sexual violence, particularly on digital platforms, is another critical area of
concern in Colombia. Tirado Acero and Caceres Tovar'*® investigate the legal responses
to the sexual abuse of children and adolescents in the digital realm. They critique the
prevailing punitive populism approach in Colombian law, which prioritizes punitive
measures rather than preventive strategies, and advocate for rethinking the criminal
policy framework to address the emerging challenges of sexual cybercrimes.

Cultural factors, such as entrenched machismo and gender inequality, complicate the
implementation of effective legal reforms. For instance, the legal and cultural history of
abortion in Colombia is intertwined with feminist activists, who have long fought for the
recognition of women's bodily autonomy and reproductive rights. Feminist groups in the
country have increasingly used digital platforms to further these aims by utilizing
hashtags as tools in their online activism.”® These societal attitudes not only influence
the response to platformized violence but also limit the scope of legal and policy
measures. These attitudes also align with broader critiques of how societal and cultural
attitudes toward gender and violence shape Colombia’s response to gender-based
violence in the digital sphere.

6.2.4. Race and migration in Colombia’s digital platforms

Finally, cultural and racial narratives are pivotal in shaping public perceptions and societal
dynamics, especially in relation to migration, race, and violence. Research highlights how
these narratives, often amplified through digital media, influence the treatment and
representation of marginalized communities in Colombia. For instance, Lobo Ojeda et
al.*examine how Venezuelan migration to Colombia is represented through digital
memes on platforms like Facebook and Twitter, revealing how cultural and racial
identities are constructed, contested, and represented in the context of migration and
social inequality. This portrayal not only influences public opinion but also shapes
broader national identities, framing migration as a socio-political challenge in need of a
response.

Similarly, Nifio-Vega et al.®' examine the intersection of race, gender, and migration,
focusing on how Venezuelan migrant women are represented in social media memes in
Colombia and the United States. These cultural devices, often cloaked in humour,

8 Tirado Acero, M. & Caceres Tovar, V. M., 2021.

149 Lépez Robles, A., 2022.

0 Lobo Ojeda, S. M., Cérdoba Laguna, J. C., Lizarralde Diaz, A., Sénchez, A., & Torres Sanmiguel, A. (2020). A reading of Venezuelan
migration to Colombia through memes circulating on social networks: revenge and perverse representations. Correspondencias &
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perpetuate narratives of exclusion and dehumanization, reflecting and reinforcing deeply
entrenched social inequalities™? in Colombia.

6.3. Iran

Iran's sociocultural landscape is shaped by a unique interplay of traditional values,
gender norms, state control, ethnic hierarchies, and the growing influence of digital
platforms. Studies conducted within the Iranian context highlight key themes such as the
role of honour in gender relations, the marginalization of ethnic minorities, state control
over digital expression, and the evolving dynamics of family structures in response to
cyberspace.

6.3.1. Gender-based violence in the Iranian culture of honour

The concept of honour (gheirat) in Iranian culture is deeply intertwined with societal
expectations surrounding women's behavior. For instance, Rahbari™® and Azimi et al."™
emphasize how gheirat places a disproportionate burden on women, linking their actions
—especially those concerning sexuality— directly to the family’s honour. This cultural
framework enforces restrictive gender roles that limit women’s autonomy and freedom.™>
'5¢ Rahbari®™’ further critiques the Iranian legal system, highlighting how it normalizes and
legitimizes violence against women in the name of honour. Laws rooted in traditional
notions of gheirat perpetuate misogyny and femicide, often offering legal justifications for
such acts.

Violence against women is not only a personal tragedy but also a societal issue deeply
rooted in cultural, social, and legal factors. Studies highlight the severe consequences
Iranian women face for deviating from traditional gender norms, with honour killings and
domestic abuse often emerging as a direct result of these cultural mandates.”®™°
Hashemi et al."® examine the confluence of restrictive gender norms, inadequate legal
protections, and societal stigmas surrounding domestic violence, all of which sustain the
prevalence of gender-based violence (GBV) in Iran.

152 Arana Castafieda, C., 2020.

153 Rahbari, L. (2023). Legitimating Misogyny and Femicide: Legal Himpathy and (State) Violence against Women in Iran. Societies,
13(11), 229. hitps://www.mdpi.com/2075-4 13/11/22
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Moreover, the victimization of women in Iranian society is compounded by pervasive
stigma. Norouzi and Afrakhteh™' note that, in contrast to many Western societies where
victims may receive empathy and support, women in Iran often face blame and
marginalization. This stigma stems from limited public awareness, insufficient education
about cyberspace, and a lack of robust legal protections. Amirkhani et al.'®? extend this
analysis to illustrate how cultural norms around dating and premarital relationships
exacerbate women’s vulnerability. Strict social taboos discourage public dating and force
individuals—especially women—to pursue secretive relationships. This secrecy increases
their exposure to exploitation and violence, creating environments that are ripe for sexual
assault or "body scams," where trust is manipulated for sexual exploitation rather than
financial gain. Such scams exploit cultural taboos around intimacy, leaving women
disproportionately at risk of harm. These taboos also create environments where
intimacy and sexuality can be weaponized by perpetrators. Women navigating these
secretive spaces often bear the dual burden of safeguarding both their personal honour
and their families’ reputation, further compounding their vulnerability.

The historical, legal, political, and social contexts of Iran shape the enactment of harm,
influencing how individuals—especially women—are targeted for violence or exploitation.
Khosravi Ooryad™® examines how these interconnected contexts create a complex
framework where honour-linked violence is not only a personal issue but a reflection of
broader societal dynamics.

6.3.2. State control through platformized violence

Studies also illuminate that state control over digital expression in Iran plays a crucial role
in shaping socio-political dynamics. The Iranian government's extensive control over the
internet and social media has been a subject of considerable scholarly attention. Kargar
and Rauchfleisch™ analyze the regime’s systematic efforts to regulate online activities,
utilizing tools like internet filtering and targeted harassment to suppress criticism and
silence activists. These strategies contribute to an environment where online expressions
perceived as subversive or critical of the government are met with swift repression. In
addition to direct censorship, the state deploys cyber mobs—groups organized to carry
out coordinated harassment against dissidents and critics. As Kargar and Rauchfleisch'™®
note, this digital repression extends the government’s control reach beyond physical

8" Nourouzi, Z., & Afrakhteh, A., 2021.

62 Amirkhani, S., Alizadeh, F., Dave, R., Gunnar, S. (2024). Beyond dollars: Unveiling the deeper layers of online romance scams
introducing “Body Scam”. Paper presented at the CHI '24: CHI Conference on Human Factors in Computing Systems, May 11-16,
2024, Honolulu, HI, USA https://doi.org/10.1145/3613905.3651004
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borders, enabling the monitoring and policing of online spaces to suppress opposition
and enforce ideological conformity.

Despite these restrictive measures, social media platforms, particularly Instagram, have

emerged as vital outlets for public expression and activism. Moghimi et al."®

emphasize
Instagram’s role as a space where individuals navigate societal and digital constraints to
assert themselves and share their views. However, the platform also becomes a space of
hostility and aggression, with women’s bodies often targeted as the most vulnerable and
accessible subjects of platformized violence. This violence is frequently sexualized,
reflecting broader societal repression and the commodification of women’s physicality in
the public sphere. Kamali and Tavassoli®’explore how Instagram, as a visually oriented
platform, has grown into a space where public figures, celebrities, and everyday users
alike engage in polarized exchanges. Violence and aggression on Instagram thus
become entrenched in broader social discourses shaped by cultural pressures, daily

events, and political undercurrents.

The dynamics of platform use in Iran further complicate the digital landscape. While
platforms like Facebook, Twitter, WhatsApp, and Telegram are heavily censored or
blocked by the government, Instagram remains accessible despite ongoing efforts to
regulate its use. Kargar and Rauchfleisch™® describe Instagram as a battleground for
ideological conflict, with state-aligned users, political extremists, and ordinary citizens
engaging in often polarized debates. Meanwhile, Jafary et al."®® characterize Telegram as
one of Iran’s most crime-prone social networks, widely used for communication, file
sharing, and facilitating illicit activities. Despite these challenges, these platforms remain
vital for personal expression and political resistance in the face of stringent state control.

6.3.3. Ethnicity and migration in the Iranian digital sphere

While digital platforms are sites of expression and contestation, they also reveal deeper
societal issues, including the marginalization of ethnic minorities. In this regard, as
Parvaresh® examines, the systemic discrimination faced by Afghan immigrants in Iran
highlights how historical, political, and social biases contribute to their exclusion. This
marginalization reflects broader patterns of ethnic and racial inequality within Iranian
society, where certain groups are denied equal access to rights, resources, and
opportunities. Similarly, Pazhouhi” examines how linguistic diversity in Iran contributes to

156 Moghimi, M. et al., 2022.

%7 Kamali, T. S., & Tavassoli, A., 2022.

%8 Kargar, S., & Rauchfleisch, A., 2020.

189 Jafari, Z., Jafari, A., Yani, S. F. (2020). Content analysis of violent messages targeting women in Telegram channels of Ardabil
province. Journal of Policing and Social Studies of Women and Family, 8(1), 45-71. https://www.magiran.com/p2146422
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social tensions, particularly through instances of harassment based on dialect and
language differences. These dynamics show how language, even within a shared
national context, can reinforce social stratification and deepen cultural divides,
complicating the pursuit of national unity. Her analysis highlighted the complexities of
Iran’s multi-ethnic society, where language becomes a marker of identity and a source of
conflict.

6.3.4. The Iranian family and school

Research on platformized violence in Iran highlights the critical influence of family and
school environments in shaping behaviors such as cyberbullying in Iran. Kabiri et al."?
explore how the strength of family and school support systems plays a pivotal role in
preventing cyberbullying. When these systems are dysfunctional or absent, the incidence
of cyberbullying tends to rise, underscoring the necessity for robust and supportive
structures to mitigate such behaviours.

The rise of digital media is significantly reshaping traditional family structures in Iran.
Jafari et al."”® examine how exposure to digital content, particularly among younger
generations, challenges generational roles and disrupts traditional family dynamics. The
generational divide between the older, more traditional family values and the younger
generation’s embrace of digital individualism creates a profound cultural tension that
reshapes family structures and relationships.

172 Kabiri, S et al., 2020.
'3 Jafari, Z. et al., 2020.
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7. Recommendations

Platformized violence is a pervasive issue with far-reaching consequences, necessitating
a comprehensive and nuanced approach to prevention and intervention. Addressing this
global challenge requires strategies rooted in empirical research, inclusive policies, and
cross-cultural collaboration that reflect the diverse cultural and socio-political landscapes
in which such violence manifests. In this section, we outline five recommendations to
foster a deeper understanding of platformized violence, prioritize the voices of affected
individuals, and promote adaptable legal frameworks that respond to localized needs
while acknowledging the interconnectedness of global and local contexts.

741. Recommendation one

Establish strategies to continuously explore the experiences of platformized violence
by promoting empirical studies that critically examine the forms, impacts, and origins
through the voices of those targeted by digital harms.

To address the growing issue of platformized violence, it is essential to promote empirical
studies that critically examine its forms, impacts, and origins, particularly through the
voices of those targeted. Indeed, as we have amply shown across this report,
platformized violence is a complex and global issue that demands further research in
diverse cultural contexts. For instance, Shadmanfaat et al. "* highlight the need for
studies beyond youth-centric and American settings, as the focus on these areas limits
understanding of digital violence in other parts of the world. Additionally, conducting
research in languages other than English is vital to include the perspectives of
non-English-speaking communities, which are often underrepresented in the literature.
Broader and more inclusive research approaches can provide a richer understanding of
digital violence and its diverse manifestations.

Research should explore these connections between online and offline harms to better
understand the development and escalation of platformized violence as they often
extend beyond the online environment, resulting in significant offline and real-world
consequences. Longitudinal studies are also crucial for evaluating the long-term effects
of platformized violence on victims’ mental health, physical well-being, and relationships,
as well as the effectiveness of prevention and intervention strategies.” '7°

74 Shadmanfaat, S. M. (Shamila), Howell, C. J., Muniz, C. N., Cochran, J. K., Kabiri, S., & Fontaine, E. M. (2019). Cyberbullying
perpetration: an  empirical test of social learning theory in Iran. Deviant Behavior, 413), 278-293.
https://doi.org/10.1080/01639625.2019.1565513
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Moreover, researchers should prioritize the lived experiences of those most targeted by
platformized violence, including marginalized groups such as women, LGBTQIA2S+
individuals, and immigrants. Here, qualitative and intersectional approaches are essential
to uncover both personal and systemic harms associated with platformized violence'”.
Participatory approaches should also be used to incorporate the perspectives of targeted
individuals, especially young people, who are heavily engaged with technology in
educational settings."®

7.2. Recommendation two

Identify and address internal disparities across contexts in the country—both in
regional settings and across identities—by creating differentiated policy
approaches that better respond to contextual nuances.

Policies should be designed to address specific challenges faced by different regions,
recognizing the diversity in cultural, socio-economic, and infrastructural contexts across
the country. This means adjusting platformized violence prevention and intervention
strategies to reflect local realities and priorities. For example, in Canada, where
multiculturalism, regional disparities, and the legacy of colonialism shape society,
platformized violence policies must consider these factors. A differentiated approach is
essential for Canada to effectively address gender-based platformized violence, taking
into account regional and cultural differences and promoting public education regarding
digital violence. Implement policies that acknowledge and address regional disparities.
For instance, provinces with higher rates of gender-based platformized violence, such as
Indigenous communities, should have targeted interventions”®. Policies in these regions
should focus on education, digital literacy, and community-based support systems for
victims.

In contrast to Western cultures, Iran’s distinct cultural and political landscape necessitates
a tailored approach to addressing platformized violence.® Characterized by strict
gender norms, traditional values, and state control over digital platforms™', this context
calls for policies that challenge harmful gender norms'™? and safeguard women's digital
expression. For example, strategies should prioritize reducing gender-based
platformized violence by addressing the cultural stigma surrounding women's

7 Rajani, N., 2022.
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victimization. Additionally, robust support systems and comprehensive legal protections
are essential.’®"*

Furthermore, Colombia is a region with a long history of conflict, social injustice, and high
social media usage, which demands tailored policies in order to address its specific
challenges. The issue can be addressed in many ways, including by increasing
cybersecurity, strengthening legal protections, and implementing effective
moderation.®"®® Especially when it comes to addressing cultural issues such as
machismo and cyberbullying, prevention, education, and support are imperative.

In order to understand and address regional and identity-based disparities, it is critical to
involve local communities, organizations, and experts in the policy-making process.
Collaborative approaches that include diverse voices can ensure that policies are not
only responsive but also culturally relevant and sustainable. As a result, platformized
violence will be addressed using regionally specific strategies that reflect local realities
and priorities.

7.3. Recommendation three

Through conversations with people affected by online violence, continuously evaluate
how the historical, sociocultural context shapes what violence occurs, how it occurs,
and what counts as violence in each setting.

Through conversations with people affected by platformized violence, it is crucial to
continuously evaluate how historical and sociocultural contexts shape the manifestations,
mechanisms, and perceptions of violence in specific settings. Morales™ underscores the
importance of recognizing platformized violence as a multifaceted and interconnected
phenomenon, suggesting that violence on social media is deeply influenced by the
practices, contexts, and grammars of the digital environments where it occurs. Similarly,
Morales™ highlights how Colombian young adults’ experiences of violence on social
media are mediated by temporalities, spatialities, and cultural norms, leading to the
normalization of harm in digital spaces.

To effectively address the ecologies of violence on social media, it is essential to engage
in continuous, context-sensitive evaluations of how historical and sociocultural factors
shape online harms. This requires fostering conversations with individuals and

'8 Rahbari, L., 2023.

'® Nourouzi, Z., & Afrakhteh, A., 2021.
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communities affected by platformized violence to better understand its manifestations
and impact within specific settings. Recognizing the limitations of current content
moderation models, platforms should adopt a more comprehensive approach by
incorporating insights from these dialogues into their policies and algorithms to address
the nuanced and intersecting forms of systemic violence. Educational programs that
promote critical digital literacies are equally vital, empowering users to recognize and
resist sustaining cultures of violence in their online engagements. Furthermore,
policymakers must collaborate with scholars, activists, and affected communities to
design responsive frameworks that tackle contemporary forms of harm, such as
gender-based violence and racialized abuse, within digital environments. By centering
these initiatives within a multi-stakeholder collaboration, governments, social media
platforms, and users can collectively promote cultures of peace and inclusivity, as
underscored by feminist and decolonial critiques of systemic violence.

7.4. Recommendation four

Coordinate networked efforts to address global issues that shape local contexts by
promoting spaces of cross-cultural conversation that emphasize how global
discourses interact with national and local experiences that shape how violence is
understood and expressed.

By fostering dialogues that emphasize how global discourses—such as the framing of
violence through international human rights frameworks—interact with national and local
experiences, we can gain a deeper understanding of how violence is perceived,
expressed, and perpetuated. In Colombia, for instance, the racialized narratives and
violence that emerge during times of social isolation, such as the COVID-19 quarantine,
highlight the ways in which global media and national politics shape local attitudes
towards marginalized communities.® Engaging with these global-local intersections
allows for the identification of specific cultural dynamics, such as the stigmatization of
vulnerable groups, which inform how violence is enacted and justified. Social media
platforms and policymakers must prioritize this cross-cultural exchange to better tailor
interventions that address the underlying socio-political structures perpetuating violence.
In turn, this approach can contribute to the development of more culturally sensitive and
contextually informed strategies for combating online harm globally and locally.™° ™'

The cyberspaces should facilitate conversations that connect global perspectives on
online abuse with local and national experiences, highlighting how cultural contexts

'8 Arana Castafieda, C., 2020.
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influence the understanding and manifestation of cyberbullying. The pre-adolescents in
Colombia have diverse perceptions of cyberbullying and its risks™? indicating the
importance of context-specific strategies. By integrating global knowledge into local
prevention programs and tailoring them to the unique cultural backgrounds of Colombian
students, more impactful and relevant interventions can be developed.

7.5. Recommendation five

Contextualize legal frameworks to respond to the actual needs of the culture where it
will be relied upon, establishing adaptable solutions to the multiple cultural narratives
where it will be implemented.

To effectively address the diversity of cultural needs surrounding platformized violence,
legal frameworks must be both contextually responsive and adaptable. Defining
platformized violence explicitly—including its criminal dimensions such as gender-based
hate speech, non-consensual image distribution, and online harassment—is crucial to
ensure these acts are treated as serious offences rather than dismissed as mere
“bullying.”™?

Building on this foundation, Doncel-Martin et al.® highlight the value of collaborative
approaches, as demonstrated by the European Union's “Code of Conduct to Counteract
lllegal Online Hate Speech.” This initiative emphasizes voluntary cooperation with social
media companies, aligning with cultural contexts without imposing unilateral legislation.
In contrast, Canada’s legislative measures, such as criminalizing hate speech under the
Human Rights Act and Penal Code, illustrate the necessity of stricter legal remedies to
bridge cultural and legal gaps.

These examples underscore the importance of ensuring legal frameworks are both
culturally contextual and adaptable. To effectively address platformized violence, policies
must not only criminalize acts like cyberviolence but also prioritize culturally tailored
solutions that reflect the lived realities of affected communities. By aligning legal reforms
with cultural contexts, societies can create comprehensive strategies that empower
victims and address the root causes of platformized violence.

By prioritizing inclusive research, differentiated policy approaches, and continuous
engagement with those affected by platformized violence, stakeholders can create more
effective and culturally responsive solutions. Collaborative efforts between governments,
social media platforms, researchers, and communities are essential to mitigating online
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harms and fostering safer digital spaces. Through these recommendations, societies can
not only address the systemic and intersectional dimensions of platformized violence but
also pave the way for more equitable and inclusive online and offline environments.
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8. Conclusion

This knowledge synthesis report explored how cultural environments shape platformized
violence and how, in turn, platformized violence influences these environments. Focusing
on three countries with distinct histories of online and offline violence—Canada,
Colombia, and Iran—the research proposed reveals the cultural dimensions of
platformized violence through a systematic literature review of 88 studies published
since 2020.

The findings show that platformized violence follows global patterns, with harmful
narratives spreading through transnational networks like the manosphere and far-right
extremists. Vulnerable populations face similar types of harm, and the affordances of
digital platforms enable the enactment of violence on a global scale. However, there are
critical contextual nuances, as platformized violence often reflects existing local and
national tensions, shaping who is targeted and how harm is experienced. For instance,
while studies in Iran signal the need to pay closer attention to girls' vulnerability,® the
literature in Canada points to the need to respond to the needs of Indigenous peoples.™®
Additionally, the sociocultural contexts foreground different terrains of violence. For
example, platformized violence in Colombia often overlaps with structures of power
related to the internal armed conflict in the country.”’ In Iran, it is closely connected to
structures of conservative politics.™®

This knowledge synthesis project also elucidated cultural narratives that play a crucial
role in how violence is understood and enacted, with behaviors that may be considered
harmless in one context being interpreted as harmful in another. Additionally, each
country exhibits internal cultural variations, where regional and identity-based differences
influence the forms of online harm, and the intersectionality of identity complicates how
different groups experience and perpetrate violence.

These contextual differences also pose significant challenges to governing platformized
violence effectively. The difficulties in governance arise not only from the diversity of
local and national contexts but also from the global nature of platformized violence. The
similarities in the ways digital harm manifests across different regions, combined with the
variations in how it is understood, experienced, and addressed in local contexts, add
further complexities. These contextual variances complicate governance with respect to
platformized violence. Certainly, the literature showcases the problems in identifying the
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language of violence in each context—as language constantly shifts and adapts across
time and space in all three contexts.”®?°°Additionally, contextual readings of platformized
violence often interact in complex ways with global narratives—for example, by adapting
global memetic campaigns against women into local discourses of hate and harm.?”" In
light of this, creating compelling legal or policy frameworks that respond to such nuanced
experiences is a significant challenge. Those designing and implementing such laws
struggle to respond to its many facets and consequences.?*?

This knowledge synthesis report offers insights into more effective ways of managing
harmful behavior on digital platforms. We argue that it is crucial to examine how
emerging technologies influence cultural values and historical narratives, particularly in
terms of the opportunities and risks they present to communities. Only through a deep
understanding of these varied cultural perspectives can we develop comprehensive
strategies to tackle the global issues that increasingly shape our political, economic,
technological, and social landscapes.

By taking the insights of this report into account, policymakers can draw upon
contextually relevant solutions that respect cultural nuances and better address the
complex ecologies of violence that profoundly impact its citizens. However, others can
also benefit from the insights of our work. For instance, scholars can include the findings
of this project to address cultural nuances of violence on digital platforms in their
research agendas, better addressing the local cultures included in their studies.
Educators can leverage these insights to enhance their efforts in addressing the
multifaceted aspects of digital violence, better equipping themselves to tackle the
intricacies of platformized violence by integrating these insights into their curricula.
Likewise, NGOs can utilize these findings to craft more effective tools and approaches in
their campaigns against platformized violence, as a nuanced understanding of the
cultural dimension of platformized violence empowers NGOs to tailor their interventions
to specific contexts. Finally, platforms and international government bodies can rely on
the results of this project to recognize the pivotal role of culture in shaping digital
platforms. By considering the impact of cultural factors, these entities can develop more
comprehensive strategies and policies that acknowledge the diverse and dynamic nature
of platformized violence on a global scale.
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